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This webinar is a part of our monthly webinar series, “The
Compliance Collective.”

The webinar series is hosted by a team of cross-disciplinary
Perkins Coie lawyers who provide a monthly overview and
discussion forum on a critical hot topic in ethics and
compliance. Each topic provides a look at emerging issues
and offers creative solutions to potential compliance
problems.

The webinar is hosted every third Thursday at the same time
each month: 10:00a.m. P1/12:00p.m. C1/1:00p.m. ET.

Sign up on our website to recelve invitations to our future
webinars!



https://www.perkinscoie.com/en/news-insights/the-compliance-collective-webinar-series.html
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Agenda

* Overview of U.S. Privacy & Data Security Laws
 Key Terms and Definitions

* Building Your Privacy & Security Program

* Internal Governance & Operationalizing Compliance
* High Risk & Hot Button Issues

* BestPractices & Going Forward

4 Confidential © Perkins Coie LLP




Perkins
< kCaie

Agenda

 Overview of U.S. Privacy & Data Security Laws
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U.S. Privacy Law Landscape Gerkiggie
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U.S. State Privacy Law Landscape

Virginia Consumer Data Privacy Act

* Effective January 1, 2023
California Privacy Rights Act (amends the

CCPA)

* Effective January 1, 2023

Jan. 2020

®

California Consumer Privacy
Act (CCPA)
e Effective January 1, 2020
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Utah Consumer Privacy Act
e Effective December 31, 2023

July 2023

July 2024

Oct. 2024

lowa Consumer Data Protection Act
Delaware Personal Data Privacy Act
New Hampshire Privacy Act
Nebraska Data Privacy Act

* All four effective January 1, 2025
New Jersey Data Privacy Act

* Effective January 15, 2025
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Indiana Consumer Data
Protection Act

Kentucky Consumer Data
Protection Act

Rhode Island Data
Transparency

and Privacy Protection Act

* All effective January 1, 2026

Maryland Online Data

Privacy Act

e Effective Oct. 1, 2025

July 2025

@@ (@ @ (@ (@ (©® ®

Dec. 2023

Colorado Privacy Act

Connecticut Act Concerning Personal
Data Privacy & Online Monitoring

* Both effective July 1, 2023

Oregon Consumer Privacy Act
Texas Data Privacy & Security Act

Montana Consumer Data
Privacy Act
e Effective October 1, 2024

Jan. 2025

Tennessee Information
Protection Act

* Effective July 1, 2025
Minnesota Consumer Data

Both effective July 1, 2024

Privacy Act
* Effective July 31, 2025

Oct. 2025

Jan. 2026




U.S. Security and Breach Landscape PerkEse
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Implications for Businesses ( Bsie

Penalties

Litigation

9 Confidential © Perkins Coie LLP




Perkins
< kCaie

Agenda

* Key Terms and Definitions
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* Building Your Privacy & Security Program
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What are we talking about?
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Data Mapping Gerkiggie

Data Mapping = The Foundational Step in Building Out a
Privacy and Security Program

Collection

Disclosure Retention
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Notice & Transparency Gerklggie

Privacy Policy
Applicant w

Notice at Collection

Notice of Financial
Incentive

Say what you do and
do what you say
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Consumer Privacy Rights & Choices

Access/Transparency

Nondiscrimination

Deletion

Right to File Complaint

Right to Appeal —_—
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Legal Obligations
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* Internal Governance & Operationalizing Compliance
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Top Level (Administrative) Policy
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Safeguards Based on { Regulatory and Audit J
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Components of Information Security Program (in California) ek S
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If you have...

A Data Breach

Impaired Information

Systems

Violation of Security Policy You Need...
: , Detection

Privacy Incident

Response Team
Legal Escalation

Documentation

Testing
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Data Handling Policies
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Data Protection Impact
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Internal Data Policies and procedures

for managing rights

Protection Policy
requests

<

25 Confidential © Perkins Coie LLP




Third Party Management Gerkiggie

Audits

Processes
for vetting &
conducting
due
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InfoSec
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Employee Training PerkSe

Privacy Training

Awareness

Security Training

Legal Requirements
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* High Risk & Hot Button Issues
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Biometrics
Kids & Teens
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Cookies &
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Technologies

29 Confidential © Perkins Coie LLP




The CLE code for this program is:
Maze
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* BestPractices & Going Forward
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Regulatory Change
Management

Audits & Assessments
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Thank you!

Miriam Farhi Amelia Gerlicher
Partner, Perkins Coie Partner, Perkins Coie
MFarhi@perkinscoie.com AGerlicher@perkinscoie.com
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