Blogs
November 17, 2022

Key Updates

e The Federal Trade Commission (FTC) settled with internet phone service provider Vonage for allegedly
using dark patterns to make it difficult for customersto cancel their phone service, charging unnecessary
fees, and continuing to charge customers who had canceled their service. Dark patterns are design
practices — often for a website or software app — that harm consumers, typically by manipulating or
tricking them into making choices that they might not otherwise have made.

¢ Under the settlement terms, Vonage is required to obtain express consent before charges, simplify its
cancellation procedure, and pay $100 million in refunds.


https://perkinscoie.com/blogs/consumer-protection-review
https://www.consumerprotectionreview.com/2022/10/ftc-issues-new-dark-patterns-report-and-signals-further-enforcement/

The FTC made several alegations about VVonage's conduct:

e Cancellation. Vonage made signing up for its services simple but it difficult to cancel. The only way to
discontinue Vonage's services was by speaking with areal "retention agent” over the phone. When
customers requested cancellation by any other method, Vonage refused. The FTC alleged that VVonage put
up anumber of additional barriersto cancellation, including hiding the cancellation number on the
website, requiring long wait times, and limiting the hours that the cancellation line was open.

¢ Hidden cancellation fees. Vonage frequently charged customers an early termination fee that was not
disclosed when they signed up for Vonage.

e Charges post-cancellation. Customers who spoke with an agent and successfully requested cancellation
frequently discovered that their accounts were still being charged. Even after complaining to Vonage, they
received only partial refunds for the money charged to them.

After the FTC took action, Vonage agreed to entry of a stipulated order requiring it to:

e Pay $100 million. Vonage will pay the FTC $100 million in refunds to customers.

e Obtain consent. Vonage must obtain customers' express, informed consent before charging them.

o Simplify cancellation. Vonage is expected to implement a simple cancellation mechanism that is
accessible through the same channel as enrollment (e.g., website, email address, or other application).

e Nodark patterns. The order forbids Vonage from using dark patterns to complicate customers attempts
to discontinue services.

e Provideclear disclosuresto customersabout subscription plans. The order requires Vonage to provide
customers with clear disclosures about any recurring subscription plans, including any actions that must be
taken to avoid being charged and the time frames within which those actions must be taken.

This agreement comes on the heels of the FTC's announcement that it is considering arule to curb the
proliferation of hidden and "junk" fees across the country. The FTC also recently issued areport on dark patterns

Authors

Jason S. Howsell

Partner
JHowell @perkinscoie.com  206.359.3134



https://www.consumerprotectionreview.com/2022/11/ftc-explores-potential-regulations-to-prohibit-junk-fees/
https://www.consumerprotectionreview.com/2022/10/ftc-issues-new-dark-patterns-report-and-signals-further-enforcement/
https://perkinscoie.com/professionals/jason-s-howell
mailto:JHowell@perkinscoie.com
tel:206.359.3134

Tim Carter

Associate
TCarter@perkinscoie.com  650.838.4786

o
I

Nathan W. K osnoff

Discovery Attorney
NK osnoff @perkinscoie.com  206.359.6673

Exploremorein

Consumer Protection
Blog series

Consumer Protection Review

Consumer Protection Review helps businesses that market and sell to consumers navigate federal and state legal
issues related to advertising, privacy, promotions, products liability, government investigations, unfair
competition, class actions and general consumer protection. Subscribe ?

View the blog


https://perkinscoie.com/professionals/tim-carter
mailto:TCarter@perkinscoie.com
tel:650.838.4786
https://perkinscoie.com/professionals/nathan-w-kosnoff
mailto:NKosnoff@perkinscoie.com
tel:206.359.6673
https://perkinscoie.com/services/consumer-protection
https://www.perkinscoie.com/blog-subscribe#consumer

